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�	Executive	Summary

DarkWatch	monitoring	of	18+	Tor	onion	targets	this	week	reveals	ongoing	ransomware	operations,	credential	marketplace
activity,	and	scam-as-a-service	offerings	targeting	UK	residents.

� 	Key	Findings
Ransomware:	LockBit	3.0	and	BlackCat/ALPHV	leak	sites	active	with	new	UK	victims
Credentials:	12,000+	UK	email	credentials	listed	on	breach	forums
Scam-as-a-Service:	New	phishing	kit	targeting	UK	banking	customers	detected
Initial	Access	Brokers:	UK	corporate	VPN	access	listings	observed	on	underground	markets

�	Monitored	Targets
Active	monitoring	of	ransomware	leak	sites,	breach	forums,	criminal	marketplaces,	and	threat	actor	communication	channels
via	Tor-proxied	connections.

� 	Sources
CyberAware	UK	DarkWatch	—	Tor-routed	dark	web	monitoring	across	18+	targets	including	ransomware	leak	sites,	breach	forums,	and
criminal	marketplaces.	Enriched	with	OSINT	from	open	sources.
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