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UK Spam & Social Engineering

Phishing Attack Alert 2026: New AI Email Scams in UK
https://securityjournaluk.com/phishing-attack-alert-2026/
Explore  the  latestphishingattack  trends  affectingUKusers  in2026,  including  AI-drivenphishingemails,  fake  loginscams,  credential
theft tactics, and expert prevention strategies.

Top internet scams in United Kingdom 2025-2026 - wonconnect.org.uk
https://www.wonconnect.org.uk/top-internet-scams-in-united-kingdom-2025-2026/
Top internetscamsin United Kingdom 2025-2026. Over the next two years, you will face evolving online schemes across the United
Kingdom; this guide shows how you can spotphishing, AI-generated deepfake

UK social engineering scams jump 62% as fraud tactics shift: BioCatch
https://www.biometricupdate.com/202604/uk-social-engineering-scams-jump-62-as-fraud-tactics-shift-bi
While the United States is battling with credit card fraud and identity theft,UKconsumers are being targeted by increased attempts
atsocialengineeringattacks, behavioral biometrics company BioCatch wa

Phishing: Spot and report scam emails, texts, websites and calls
https://www.ncsc.gov.uk/collection/phishing-scams
What isphishing?'Phishing'is when criminals usescamemails, text messages or phone calls to trick their victims. The aim is often to
make you visit a website, which may download a virus onto your compu

Phishing Statistics [2026]: Latest Attack Data & Trends
https://app.stationx.net/articles/phishing-statistics
Discover2026phishingstatistics  from  40+  sources  —  email  volumes,  AI-generated  attacks,  click  rates,  BEC  losses,  and  industry
targeting.

Social Engineering in 2026: The Real-World Scams and How to Defend ...
https://www.nucamp.co/blog/social-engineering-in-2026-the-real-world-scams-and-how-to-defend-against
Socialengineeringin2026: complete guide to real-worldscams, AI deepfakes,phishing, and practical defenses you can apply at work
as you move into security.

Social Engineering Attacks in the Age of Generative AI
https://www.eccu.edu/blog/social-engineering-attacks-generative-ai-2026/
Explore  how generative  AI  is  transformingsocialengineeringattacks  in2026,  from deepfakescamsto  AI-poweredphishing,  and learn
how organizations can defend against them.

Phishing Trends Report (Updated for 2026) - Hoxhunt
https://hoxhunt.com/guide/phishing-trends-report
Trends revealed in2026include a  14x end-of-year  surge in  AI-generatedphishingattacks,  new malicious  attachments  such as  SVG
files and calendar invites, mobile and callback attacks, recruitmentscams, a



Initial Access Broker Watchlist

Dark Web Threat: Hackers Selling Corporate Network Access in North ...
https://undercodenews.com/dark-web-threat-hackers-selling-corporate-network-access-in-north-america-
-VPNaccesswith  elevated  privileges  -  RemoteAccessTrojans  (RATs)  on  critical  infrastructure  Command  and  Control  (C2)  beacons
embedded incorporatenetworks Evidence suggests that the hackers areinitialac

A Deep-Dive Into Initial Access Brokers: Trends, Statistics ... - Cyberint
https://cyberint.com/blog/research/a-deep-dive-into-initial-access-brokers-trends-statistics-tactics
However, in 2024,VPNaccesssurged, challengingRDPaccessfor the top spot (45%VPNvs. 41%RDP). MostInitialAccessBrokerposts fall
within a price range of $500 to $2,000 forcorporateaccess, though high-valu

Initial Access Brokers (IABs): How Hackers Sell Access to Corporate ...
https://securifyai.co/blog/intial-access-brokers-how-hackers-sell-access-to-corporate-networks/
Understand  howInitialAccessBrokers(IABs)  break  intocorporatenetworks  and  sell  thataccess.  This  blog  covers  how  these  attacks
happen and what you can do to prevent them.

Hackers are using Telegram to sell access to corporate VPN, RDP, and ...
https://vpncentral.com/hackers-are-using-telegram-to-sell-access-to-corporate-vpn-rdp-and-cloud-acco
CYFIRMA  said  in  a  February  2026  report  that  underground  markets  and  Telegram-basedinitialaccessbrokerchannels  showed  a
sustained rise in listings tied to infostealer logs, includingaccesstocorporateVP

Initial Access Brokers (IAB) in 2025 - From Dark Web Listings to Supply ...
https://www.darknet.org.uk/2025/11/initial-access-brokers-iab-in-2025-from-dark-web-listings-to-supp
InitialAccessBrokers(IABs) have moved from niche forum actors to central wholesalers in the ransomware supply chain. Rather than
breaking in and deploying payloads themselves, they specialise in compr

Press Release: Rapid7 Access Brokers Report: New Research Reveals Depth ...
https://www.rapid7.com/about/press-releases/rapid7-access-brokers-report-new-research-reveals-depth-
VPN, Domain User,  andRDPwere the most commonaccesstypes — the very same weak points seen in Rapid7's incident response
investigations. TheAccessBrokersReport arrives as security teams grapple with ale

Hackers Leverage Telegram for Initial Access to Corporate VPN, RDP, and ...
https://cybersecuritynews.com/hackers-leverage-telegram-for-initial-access/
InitialAccessBrokers,  commonly  called  IABs,  use  dedicated  channels  to  advertise  stolen  credentials  and  verified  entry  points
intocorporateVPNportals, Remote Desktop Protocol sessions, and cloud platfo

Access to corporate networks selling for under $1,000
https://www.digit.fyi/access-to-corporate-networks-selling-for-under-1000-report-finds/
VPN, Domain User,  andRDPaccesswere identified as the most common types sold -  the same weak points frequently observed in
Rapid7's incident response investigations. TheAccessBrokersReport arrives as s



Ransomware UK Victims

UK Ransomware in Q1 2026: 47 Confirmed Victi… | SOC in a Box Blog
https://www.socinabox.co.uk/blog/uk-ransomware-q1-2026-analysis
Ransomware.live  tracks  claims  posted  on  dark  webleaksites  —  the  pages  criminal  groups  use  to  publishvictimnames  and
stolendatawhen ransom negotiations fail or deadlines expire. It is not a complete re

961 victims for United Kingdom - ransomware.live
https://www.ransomware.live/map/GB
Ransomware.live  tracksransomwaregroups  and  their  activity.  It  was  created  by  Julien  Mousqueton,  a  security  researcher.  The
website provides information on the groups' infrastructure,victims, and payme

April 2026 Ransomware Report: 772 Victims, 70 Groups
https://www.breachsense.com/ransomware-reports/april-2026/
Here's what the April2026numbers tell us. April2026ransomwarenumbers at a glance After March's spike, April pulled back slightly.
Here's what changed.Ransomwareleaksites are dark web pages whereransom

PDF2026 Ransomwareand Cyber Threat Report
https://www.guidepointsecurity.com/wp-content/uploads/2026/01/GRIT-2026-Ransomware-and-Cyber-Threat-
victimsonransomwaredataleaksites. The numbers tell  a stark story where legal industryransomwarevictimsmore than doubl d YoY
from 196 in 2024 to 455 in 202

The State of Ransomware - Q1 2026 - Check Point Research
https://research.checkpoint.com/2026/the-state-of-ransomware-q1-2026/
Key  FindingsRansomwarein  Q12026:  Consolidation  at  Scale  During  the  first  quarter  of2026,  we  monitored  more  than  70
activedataleaksites (DLS) that collectively listed 2,122 newvictims. This figure repr

UK Cybersecurity Statistics 2026 - cybersecstats.com
https://www.cybersecstats.com/uk-cybersecurity-statistics-2026/
ComprehensiveUKcyber  security  statistics  coveringransomware,  fraud,  SME  vulnerabilities,  and  budget  trends.  300+datapoints
from the latest2026data.

Ransomware Statistics 2026: Attacks, Costs & Trends
https://axis-intelligence.com/ransomware-statistics-2026-guide/
44% of breaches involveransomware. Our2026datahub covers attack volume, costs, top groups, and sector breakdowns — sourced
from FBI IC3, IBM, Verizon, and Sophos.Ransomwarestatistics2026complete guide

Cyber security breaches survey 2025/2026 - GOV.UK
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-20252026/cyber-security-brea
The  core  approach  for  the  2025/2026study  -datacollected  from  organisations  via  a  random-probability  survey,  predominantly
conducted by telephone, was unchanged from the previous years.



Stolen UK Credentials

What to do if your identity has been stolen - Stop! Think Fraud
https://stopthinkfraud.campaign.gov.uk/recovery-from-fraud/recovering-losses/what-to-do-if-your-iden
What to do if  your identity has beenstolenIdentity theft  is  the act of  stealing someone's personal  and financial  information. They
might find this information online, steal physical documents such as 

Banking - security and fraud - Citizens Advice
https://www.citizensadvice.org.uk/debt-and-money/banking/banking-security-and-fraud/
Protecting  yourself  from  fraud.  What  to  do  if  you've  had  moneystolen,  been  a  victim  of  fraud  or  identity  theft  or  if  you've  lost
yourbankcards or details.

Pwned Passwords - Have I Been Pwned
https://haveibeenpwned.com/Passwords
Why check for pwned passwords? Password reuse is extremely common and puts youraccountsat risk. Whencredentialsare exposed
indatabreaches, attackers can use these known email and password combinations

Dark Web Combo Lists: How to Detect Leaked Credentials
https://www.breachsense.com/blog/dark-web-combo-list/
Combo lists contain billions ofstolencredentials. Learn how they're created and how to detect exposed passwords before attackers
exploit them.

Unauthorised transactions and identity theft - Financial Ombudsman service
https://www.financial-ombudsman.org.uk/businesses/complaints-deal/fraud-scams/unauthorised-transacti
Scams where a customer was tricked into sharing their personal banking information - such as a password or PIN number - which
allowed a fraudster to take money from theiraccountwithout their consent C

Fraud Prevention | Identity Fraud | Protective Registration | Cifas
https://www.cifas.org.uk/
Fraudsters  steal  millions  fromUKbusinesses  through  remote  accessbankscamUKbusinesses,  charities  and  other
high-valuebankaccountholders are being targeted by fraudsters using software to steal tens of 

Identity theft and scams: reclaiming your money | MoneyHelper
https://www.moneyhelper.org.uk/en/everyday-money/credit/identity-theft-and-scams-what-you-are-liable
Identity  theft  scams  Identity  theft  happens  when  criminals  steal  your  personal  or  financial  details  and  use  them  without  your
permission. This can include openingaccountsin your name, taking out credi

Identity fraud and identity theft - Report Fraud - Action Fraud
https://www.reportfraud.police.uk/identity-fraud-and-identity-theft/
Identity theft is when your personal details arestolenand identity fraud is when those details are used to commit fraud.



Scam-as-a-Service

AI voice scams: How fake calls work and how to stay safe
https://www.kaspersky.co.uk/resource-center/threats/ai-voice-scam
AIvoicescamsuse clonedvoicesto impersonate people you trust. Learn how these fake calls work, the warning signs and simple ways
to protect yourself.

Voice cloning scams - Police Scotland
https://www.scotland.police.uk/advice/scams-and-frauds/voice-cloning-scams/
WhatvoicecloningscamsareVoicecloningscamsare  when  someone  uses  digital  tools  likeAIto  make  a  copy  of  yourvoice.  They  can
then use this fakevoiceto pretend to be you. They could use your copiedvoiceand

AI Voice Cloning Scams: Detection and Prevention Guide
https://www.adaptivesecurity.com/blog/the-ultimate-guide-to-ai-voice-cloning-scams-how-to-detect-pre
Learn how to detect and preventAIvoicecloningscamswith our ultimate guide. Protect your organization from emerging threats and
strengthen defenses.

AI Voice Cloning Scams UK 2025-2026: How They Work and How to Stay Safe ...
https://www.whoiscalling.me.uk/scams/ai-voice-cloning
AIvoicecloninguses 3 seconds of audio to clone avoicewith 85% accuracy. Find out how thesescamswork in theUKand how to protect
yourself.

AI voice-cloning scams could target millions of people, Starling Bank ...
https://www.cnn.com/2024/09/18/tech/ai-voice-cloning-scam-warning/
"Millions" of people could fall victim toscamsusing artificial intelligence to clone theirvoice﻿s,aUKbank has warned. Starling Bank, an
online-only lender, said fraudsters are capable ...

AI Voice Clone Scams: How They Work and How to Stay Safe
https://www.phonely.co.uk/blogs/you-should-know/ai-voice-clone-scams-how-they-work-and-how-to-stay-s
One  of  the  newest  risks  facing  phone  users  in  theUKisn't  just  a  typical  cold  call  but  something  far  more  convincing:
anAIvoiceclonescam. Scammers are now using artificial intelligence (AI) to create f

AI Fraud in the UK: How Scammers Target Businesses
https://www.logicsofts.co.uk/blog/ai-fraud-uk-business-scams/
AIscamsare  rising  fast  in  theUK.  Learn  how cybercriminals  use  deepfakes,voicecloning,  and  fake  ads  — and how to  protect  your
business fromAIfraud.

AI Voice Cloning Scams — How to Spot and Stop Them | ScamAdviser
https://www.scamadviser.com/articles/how-to-spot-and-stop-an-ai-voice-cloning-scam
This is the most effective way to defeat anAIvoicecloningscambefore it  costs you money. Ask a personal question Scammers use
"vishing"—voicephishing—to pull information from your social media profiles



UK Phishing Infrastructure

Phishing | National Cyber Security Centre
https://www.ncsc.gov.uk/section/respond-recover/phishing
Phishing:  Spot and report  scam emails,  texts,  websites and calls  How to recognise and report  emails,  texts,  websites,  adverts or
phone calls that you think are trying to scam you.

11 Phishing Simulation Templates You Can Try in 2026
https://keepnetlabs.com/blog/phishing-simulation-templates
Explore 11phishingsimulationtemplatesyou can try in2026to strengthen your employees' cybersecurity skills and protect sensitive
information.

Top internet scams in United Kingdom 2025-2026 - wonconnect.org.uk
https://www.wonconnect.org.uk/top-internet-scams-in-united-kingdom-2025-2026/
Top internet scams in United Kingdom 2025-2026. Over the next two years, you will face evolving online schemes across the United
Kingdom; this guide shows how you can spotphishing, AI-generated deepfa

SMS fraud: The complete guide to detection and prevention in 2026 - Infobip
https://www.infobip.com/blog/a-complete-guide-to-sms-fraud
70% of all mobilephishingattacks now take place overSMS, andSMS-originated scams surged 40% year-on-year in 2025. A smishing
message typically impersonates a trusted brand; abank, package delivery ser

Scams, impersonation and fake videos - Bank of England
https://www.bankofengland.co.uk/contact/scams-and-fraud
Report it: forward suspicious emails to report@phishing.gov.uk; forward scam texts to 7726 (free); report fraud or losses to Report
Fraud Opens in a new window (online or by phone). Tell yourbankimmed

Spoof Text Messages Explained: Spot and Avoid Them in 2026 - SendHub
https://www.sendhub.com/sms-spoof-text-messages-explained/
Learn  what  spoof  text  messages  are,  howSMSspoofingworks,  real2026examples,  warning  signs  to  watch  for,  and  a  complete
step-by-step guide to reporting them.

Phishing Trends Report (Updated for 2026) - Hoxhunt
https://hoxhunt.com/guide/phishing-trends-report
Stay  ahead  of  cyber  threats  with  our2026phishingtrends  report.  Featuring  insights  from  4M  user  clicks  across
50Mphishingsimulations and real attacks.

UK's Home for Reporting Cyber Crime & Fraud - Report Fraud
https://www.reportfraud.police.uk/
PhishingCyber criminals use fake messages as bait to lure you into clicking on the links within their scam email or text message, or
to give away sensitive information (such asbankdetails).


