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DarkWatch Captures Active Targets Sources

BleepingComputer
« Over 20,000 Instagram accounts stolen in Meta Al support hack
* Hands on with Intelligent Terminal, an Al-powered Windows Terminal
* COXMO botnet spreads via DD-WRT router flaw, kills rival malware

Graham Cluley
* Got a LinkedIn message from a recruiter? It might be Chinese intelligence, warn FBI and MI5
* Meta’s own Al chatbot to blame for Instagram accounts being stolen in seconds
* Smashing Security podcast #470: This Al security flaw might be impossible to fix

Krebs on Security
* Hackers Used Meta’s Al Support Bot to Seize Instagram Accounts
* Netherlands Seizes 800 Servers, Arrests 2 for Aiding Cyberattacks
* Lawmakers Demand Answers as CISA Tries to Contain Data Leak

PortSwigger Research
* Top 10 web hacking techniques of 2025
* Top 10 web hacking techniques of 2025: call for nominations
* The Fragile Lock: Novel Bypasses For SAML Authentication

Schneier on Security
* Al Worm
« Hacking Meta’s Al Chatbot
* Al Used to Decrypt Medieval Ciphers

The Hacker News
* UNC3753 Used Vishing and Physical Intrusions in U.S. Data Theft Extortion Campaign
* VS Code Adds 2-Hour Extension Auto-Update Delay to Limit Supply Chain Attacks
* New ChatGPT Lockdown Mode Limits Tools That Could Enable Data Exfiltration

ThreatPost
* Student Loan Breach Exposes 2.5M Records
« Watering Hole Attacks Push ScanBox Keylogger
* Tentacles of ‘Oktapus’ Threat Group Victimize 130 Firms

Troy Hunt
* Welcoming the Philippine Government to Have | Been Pwned
* 1,000 Data Breaches Later, the Disclosure Lag is Worse Than Ever
* Weekly Update 506
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